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STRENGTHENING BIOTERRORISM PREVENTION:
GLOBAL BIOLOGICAL MATERIALS MANAGEMENT

Reynolds M. Salerno and Lauren T. Hickok

The anthrax attacks of 2001 demonstrated that bioterrorism poses a significant threat to U.S. national security. This threat
is increasing as a result of the rapid expansion in scale and technical capabilities of the global biotechnology industry,
which is broadening the availability of materials, technologies, and expertise needed to produce a biological weapon and is
lowering the barriers to biological weapons terrorism and proliferation. At the same time, there has been a rise of sophisti-
cated yet loosely networked transnational terrorist groups that have shown an interest in bioterrorism. The United States
must confront this convergence. Although the U.S. government pursues many different biodefense programs to bolster its
ability to detect and respond to a bioterrorist attack, these efforts must be augmented with preventive measures to meet to-
day’s international challenges. U.S. Homeland Security Presidential Directive 10 of April 2004 defines “Prevention and
Protection” as one of the four essential pillars of the U.S. response to the bioterrorist threat. However, while bioscience and
policy experts have proposed a variety of preventive initiatives, the creation of such programs has been slow and limited.
Global biological materials management, which would focus on identifying and protecting those biological materials at the
greatest risk of being used maliciously, is one potential solution. Such an approach would augment current U.S. biodefense
efforts, provide the international community an effective means of mitigating the global threat of bioterrorism, and

strengthen the international community’s battle against emerging infectious disease.

THE THREAT OF biological weapons (BW) proliferation  that, over time, terrorists will resort to bioterrorism instead
and terrorism is evolving, largely as a result of rapid  of attacks with conventional explosives and that bioterror-
advances in biotechnology and the dramatic expansion of  ism may produce greater consequences than are possible to-
public and private bioscience worldwide. While these day.!”

trends offer tremendous opportunities for improving hu- According to a 2004 report of the National Intelligence
man health and well-being, they also increase the risk that  Council:

bioscience could be exploited by someone intent on causing

harm. Experts suggest that the risk of bioterrorism will in- The most worrisome trend has been an intensified
crease as the technology advances and becomes more wide- search by some terrorist groups to obtain weapons of
spread and as the costs of and technical impediments to cre- mass destruction. Our greatest concern is that these
ating a biological weapon continue to decline. They predict groups might acquire biological agents or, less likely,
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a nuclear device, either of which could cause mass ca-
sualties. . . . Terrorist use of biological agents is there-

fore likely, and the range of options will grow.°

A 2005 report by the Commission on the Intelligence Ca-
pabilities of the United States Regarding Weapons of Mass
Destruction asserted that “in the near future, the biotech-
nology revolution will make even more potent and sophis-
ticated weapons available to small or relatively unsophisti-
cated groups.”’

Today, there is a real danger that terrorists could acquire
the necessary means from the legitimate bioscience sector to
perpetrate bioterrorism. Scientists with the expertise neces-
sary to misuse biology can be found internationally in
nearly all areas of the life sciences. Important advances in
the biosciences, many of which could be exploited to cause
harm, are published almost every day in scientific journals,
research publications, patents, and on the internet. Modern
biotechnology, including the tools necessary to develop and
disseminate a low-grade biological weapon, is also ubiqui-
tous in the international pharmaceutical, agricultural, and
microbiological communities. And viable and virulent or-
ganisms—almost all of which occur naturally—are stored
and used in legitimate bioscience facilities around the
globe. The fundamentally “dual-use” nature of all the tech-
nical building blocks of biological weapons—materials,
technology, and expertise—not only provide ample oppor-
tunities for terrorists to exploit but also make imposing
controls extremely difficult.

Moreover, it is noteworthy that many terrorist organiza-
tions are active in those parts of the world that are experi-
encing both rapidly expanding biotechnology and frequent
outbreaks of highly infectious disease. In other words, the
increasing availability of dual-use materials, technology,
and expertise in certain regions may facilitate terrorist
efforts to acquire, develop, and disseminate a biological
agent. Some of these terrorist groups are highly indepen-
dent and have demonstrated a willingness to experiment
with various destructive technologies. Some also possess
significant financial resources, which would enable them to
purchase sophisticated laboratory equipment, recruit or
bribe well-trained scientists and engineers, and acquire dan-
gerous pathogens.

These trends are significant and compel the United
States to create programs that counter the evolving global
threat of bioterrorism. In response to the anthrax attacks of
2001, the U.S. government dramatically expanded the na-
tion’s domestic biodefense programs, which aim to im-
prove the ability of the U.S. to detect and respond to the next
bioterrorist attack. These activities include the develop-
ment and stockpiling of medical countermeasures, improv-
ing sensor and detection capabilities, and bolstering the
U.S. public and agricultural health infrastructure.

However, the United States also must develop programs
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that are specifically designed to prevent use of biological
weapons by terrorists, and this can be accomplished by lim-
iting opportunities for such individuals or groups to exploit
legitimate bioscience. Such preventive programs fall within
the realm of what historically has been called “biological
weapons nonproliferation” (BWNP)—an effort to curb the
development, spread, and use of biological weapons.

Yet the kinds of preventive programs needed today to
counter the threat of bioterrorism are fundamentally differ-
ent from those that have been implemented in the past.
Traditionally, BWNP has focused on the threat of state-
sponsored proliferation in weapons—not terrorism—and
has emphasized dismantlement and destruction of former
state-owned weapon facilities. New biological threat reduc-
tion programs should focus on counterterrorism and em-
phasize engagement with the legitimate bioscience commu-
nity.

U.S. policymakers have already voiced the need to invest
in new biological threat reduction programs. The promul-
gation in April 2004 of Homeland Security Presidential Di-
rective 10 (HSPD-10),* Biodefense for the 21" Century, af-
firmed the government’s commitment to combating the
threat of bioterrorism and articulated a growing imperative
for international threat reduction. The directive defines
“Prevention and Protection” as one of the four essential pil-
lars of the U.S. response to the bioterrorist threat:

Preventing biological weapons attacks is by far the
most effective approach to biodefense. Prevention re-
quires the continuation and expansion of multilateral
initiatives to limit the access of agents, technology,
and know-how to countries, groups, or individuals
seeking to develop, produce, and use these agents.®

The international community has also begun to recognize
the need to develop preventive solutions to counter the
contemporary bioterrorist threat. United Nations Security
Council Resolution 1540 urges nations to take preventive
measures to mitigate the threat of biological, chemical, and
nuclear terrorism.” The International Committee of the
Red Cross (ICRC), the International Criminal Police Or-
ganization (Interpol), and the Organization for Economic
Cooperation and Development (OECD) have recently
launched initiatives to prevent the malicious use of patho-
gens and toxins. 012

The U.S. scientific community has acknowledged the na-
tional security challenges that the expanding biotechnology
industry is creating. As a result of a National Academy of
Sciences report in 2003, the U.S. established the National
Science Advisory Board for Biosecurity (NSABB) and has

given it responsibility for considering bioscience codes of

*Also known as National Security Presidential Directive 33

(NSPD-33).
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conduct and developing a system of institutional and fed-
eral review of bioscience research.!® In 2006, a National
Academy of Sciences report concluded that the broad spec-
trum of biological threats will expand in the future and im-
plored the “global community of life scientists to adopt a
common culture of awareness and a shared sense of respon-
sibility” to mitigate these security concerns.'4

Although these policy directives and analyses identify the
problem and offer many valuable general recommenda-
tions, none presents a clear method for reducing the risks
associated with the expanding global biotechnology indus-
try. In many ways, this is not surprising: The problem is so
complex that searching for a single panacea is probably
foolhardy. Instead, the U.S. and the international commu-
nity will need to simultaneously apply many different solu-
tions—in varying degrees, depending on the situation—to
mitigate the advancing threat of bioterrorism and BW pro-
liferation.

We accept the current priority of U.S. policy to
strengthen our ability to detect and respond to a cata-
strophic bioterrorist incident. However, we believe that a
comprehensive biodefense program must include not only
preparedness but also prevention. Regrettably, the field of
bioterrorism prevention is currently not well defined or
well executed internationally. This article proposes a focus
on controlling high-risk biological materials globally. Such
a “global biological materials management” approach is one
way to engage the legitimate international bioscience com-
munity and build international bioscience collaborations
that focus on the safe, secure, and responsible use of dan-
gerous pathogens. This program could not only make it
more difficult for groups and individuals to perpetrate
bioterrorism, but it could also strengthen the international
community’s ability to combat emerging infectious disease.

CHALLENGES TO DEVELOPING
NEW PREVENTIVE PROGRAMS

Experts in the bioscience and policy communities have sug-
gested various preventive measures to address the contem-

porary bioterrorist threat. Many cite the need to exercise

some form of “responsible stewardship” over bioscience,?

whether in the form of review of publications,'® codes of
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conduct,’® oversight of dangerous researc interna-

tional legally binding restrictions on access to patho-

2223 or controls on equipment that could be used to

24

gens,
build a biological weapon.

However, developing new preventive programs to reduce
the contemporary bioterrorist threat is a challenging en-
deavor. The legitimate international bioscience sector is im-
mense and growing exponentially every year. Around the
world, the economic opportunities offered by the rapidly
evolving biomedical field have motivated governments to
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invest heavily in biotechnology. In addition to the wide-
spread promulgation of biotechnology strategies and devel-
opment plans, there has been a pronounced rise in the re-
lated infrastructure, especially high-containment biological
rescarch and diagnostic facilities. Consider Singapore,
which less than a decade ago had no high-containment bio-
logical research facilities. Four years ago Singapore had
three operational biosafety level three (BSL-3) facilities.
And by this year, Singapore—an island country of just 4.3
million people—expects to have as many as 13 operational
BSL-3 laboratories.?> Singapore is not unique but simply a
reflection of trends also evident in India, Thailand, and all
over the world. Even Indonesia, a developing country with
two operational BSL-3 laboratories, has plans for extensive
infrastructure expansion: Next year the government plans
to have as many as 10 BSL-3 laboratories in operation.
With the international expansion of biotechnology and
high-containment capacity comes an increase in the risk
that it could be misused. So how can we protect what is
seemingly ubiquitous?

The challenge is most acute in the area of biological
information and expertise, which is globally distributed
among thousands of bioscientists, research publications,
journals, and patents. The progress of legitimate bioscience
depends on the free flow of such information, making ef-
forts to limit BW proliferation-related information often
cumbersome and generally ineffective. Moreover, attempts
at controlling biological information could jeopardize ad-
vances in basic science—advances that are fundamental to
our ability to combat infectious disease.?® While some ex-
perts have suggested regulating selected research areas of
concern, any area of the biosciences could potentially be
misused if an individual were intent on doing so. A wide
variety of disciplines, all known for the development of
beneficent applications—including microbiology, bio-
physics, meteorology, and sustainable agriculture—can
contribute to the development and use of a biological
weapon.

This dual-use problem also complicates efforts to develop
a code of conduct. While it is valuable to encourage biosci-
entists to develop attitudes that shun BW proliferation and
terrorism, such a vow remains contradictory: Many cut-
ting-edge biological procedures and technologies with
beneficent applications could also be used to advance BW
proliferation and terrorism. Moreover, such an approach,
while a prudent step in raising awareness among the legiti-
mate scientific community, cannot deter terrorists commit-
ted to mounting a biological attack.

Challenges also exist to protecting the technologies and
equipment that could be used to build and disseminate a
biological weapon, especially in the international legal
realm. These technologies are broadly distributed, making
schemes to tag millions of pieces of dual-use equipment ex-
tremely impractical. While in theory it would be desirable
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to control a narrow set of technologies that traditionally
have been associated with large-scale production of biologi-
cal weapons—large fermenters, acrosolization chambers,
lyophilization equipment—the evolving state of the bio-
sciences could make such efforts very resource intensive.
Even if the international community could control this
“specialized” equipment, terrorists need not rely on such
technologies to successfully disseminate infectious disease.
The development of biological weapons by “low-technol-
ogy” approaches can be pursued on a small scale and in ge-
ographically distributed sites, allowing for easy relocation.
Thus, identifying, let alone eliminating, clandestine bioter-
rorist operations will be very difficult for law enforcement.

GLOBAL BIOLOGICAL MATERIALS
MANAGEMENT: A PROPOSED
PREVENTIVE APPROACH

Ultimately, it is unrealistic, cost-prohibitive, and counter-
productive to try to manage all aspects of the emerging
global biotechnology industry. In particular, we believe that
attempts to control biological expertise, information,
equipment, and technology would stymie the advance of
science and harm the fight against infectious diseases. In
contrast, we think that managing certain biological materi-
als could provide important counter-bioterrorism benefits
while also promoting scientific progress.

Many experts believe that biological weapons are most
likely to be sought and used by terrorists, and that terrorists
are likely to use readily available biological agents in labora-
tories, where they have been characterized and their viabil-
ity and virulence established, as opposed to isolating agents
from nature or pursuing the creation of novel patho-
gens.”?”?8 Although almost every biological agent may be
isolated from nature, this procedure can be technically dif-
ficult and the necessary skills are often much different from
those required to culture a pathogen in the laboratory. Even
if someone possesses the requisite skills, dangerous patho-
gens tend to be endemic to very specific environments and
reservoirs.

For example, Yersinia pestis, the causative agent of
plague, is often referred to as a biothreat agent distributed
widely around the globe. Despite the presence of large
numbers of endemic plague foci on all continents except
Australia, together the foci cover only around 6-7% of the
earth’s land mass and cannot be considered widespread.
Scattered throughout these foci are many different strains
that exhibit tremendous genotypic and phenotypic diver-
sity. In addition to genetic disparity in the bacterial ge-
nome, there is also extensive variation in plasmid content
among strains. Consequently, strains differ widely in viru-
lence potential, and it is still not well known what combi-
nation of genotypic and phenotypic traits are indicative of
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virulence in humans. Strains that are virulent to the nat-
ural reservoir—rodents—are not necessarily dangerous to
people. As a result, successful isolation of bioweapon-suit-
able strains from nature, in a nonoutbreak situation,
would be extremely challenging. An indication that dan-
gerous strains may not be common in nature is that in
2003 only 182 deaths attributed to plague were reported
worldwide, even though many of the foci overlap with
large human populations.?>*

In theory, terrorists also have the option of constructing
viable and virulent organisms synthetically or through ge-
netic engineering of a relatively harmless agent. Yet today,
the risk is relatively low that biological agents will be cre-
ated by de novo synthesis or genetic engineering specifically
for bioterrorism purposes. Terrorist groups would have to
allocate extensive technical and financial resources for re-
search on and characterization of a new organism. While it
is possible to engineer a harmless agent to display height-
ened virulence, or to achieve antibiotic resistance in an ex-
isting agent, producing such a transformation is technically
challenging, time-consuming, and costly. Besides its tech-
nical and financial demands, the synthesis of pathogens
from scratch is far from tried and true and may result in de-
creased virulence or other undesirable characteristics. Thus
far, the only study in which a mammalian pathogen has
been synthesized de novo was in 2002, when Jeronimo
Cello and colleagues synthesized the polio virus—a com-
paratively easy virus to synthesize and reconstitute. This
synthetic virus was distinctly less lethal in mice than the
natural polio virus.!%20-3!

While the United States and the international commu-
nity will need to find ways to address emerging issues such
as de novo synthesis and super pathogens, the existence of
the problem should not preclude the development of prior-
itized efforts to secure those natural biological materials in
legitimate bioscience laboratories at the greatest risk of theft
for use in bioterrorism. Moreover, not every bioscience fa-
cility houses collections of these high-risk pathogens and
toxins. Only a small percentage of bioscience facilities
around the world work with, characterize, and store those
biological agents. Managing dangerous pathogens and tox-
ins in those relatively few legitimate bioscience facilities
around the globe—in a way that does not compromise crit-
ical research and diagnostics—is a viable bioterrorism pre-
vention strategy.

A global biological materials management approach
would also complement existing U.S. BWNP programs de-
signed to counter state-based biological weapons prolifera-
tion. The U.S. continues to support the Biological
Weapons Convention (BWC), which prohibits the produc-
tion, stockpiling, acquisition, and use of biological weapons
by Member States. By implementing global biological ma-
terials management programs, countries would strengthen
their contribution to the BWC, which recently called for
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the adoption of laboratory biosafety and biosecurity and
improved disease surveillance to supplement the treaty.
Such an approach would also complement the U.S. BWNP
programs developed in the mid-1990s to engage the states
of the Former Soviet Union. These programs, administered
by the Departments of State and Defense, which initally
focused on cooperative research as well as the dismantle-
ment, destruction, legitimate reconstituting, and securing
of former Soviet BW facilities, now include facility
biosafety, pathogen security, and disease surveillance activi-
ties. 3234

A global biological materials management program
should include the following technical components: (1)
agent prioritization, (2) facility and transport biosafety and
biosecurity, and (3) pathogen surveillance and outbreak
control. All these activities will require extensive engage-
ment and partnerships with the international community.
In implementing such practices, policymakers and system
designers must consider the unique operating environ-
ments within which protection measures need to be inte-
grated, whether they are laboratories, commercial carriers,
hospitals, or diagnostic facilities. Safety and security should
be employed without jeopardizing legitimate research or
compromising diagnostic and response practices that safe-
guard public and agricultural health. Attaining an appro-
priate balance among these considerations will be essential
for achieving broad implementation.

At the same time, it is important to acknowledge the lim-
itations of a global biological materials management ap-
proach. Reducing terrorist access to dangerous pathogens
and toxins will not prevent bioterrorism or BW prolifera-
tion or even provide a guarantee that such agents could not
be diverted from legitimate bioscience. However, global bi-
ological materials management programs can demonstrably
improve the safety and security of dangerous pathogens and
toxins worldwide—ultimately making it significantly more
difficult for terrorists to steal or acquire these materials to
use maliciously.

AGENT PRIORITIZATION

Before embarking on an effort to protect biological materi-
als worldwide, policymakers should identify Aigh-risk
agents: those pathogens and toxins that pose the greatest
risk of being stolen and used as a bioterrorist weapon. Do-
ing so will require detailed scientific analyses that evaluate
the biochemical properties of a broad range of biological
agents and that prioritize these pathogens and toxins ac-
cording to their risk of malicious use.?’

No comprehensive or widely accepted standard for bio-
logical agent prioritization has been publicly developed, ei-
ther internationally or domestically. In the United States,
81 agents are regulated by the Select Agent Rule, but these
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agents are not secured or monitored according to the risk of
bioterrorist use. Although the Select Agent Rule specifies
that the security plan “must provide graded protection in
accordance with the risk of the select agent or toxin,” secu-
rity requirements are not established for different levels of
risk.?® In other words, select agents Y. pestis (the causative
agent of plague) and Xylella fastidiosa (the causative agent of
Pierce’s Disease, a lethal disease of grapevine)—the former
widely known as a viable bioterror agent and the latter
never considered as such—do not necessarily require differ-
ent levels of protection. Several agent prioritization efforts
have been initiated, but their scope is limited. The U.S.
Centers for Disease Control and Prevention (CDC) began
one such effort in 1999 and published the associated
methodology in 2002.>” Unfortunately, the methodology
employed was not sufficiently transparent, and questions
have been raised about the validity of numerous agents on
the list.*®%” Although this study is being revised, its useful-
ness to the international policy community may be com-
promised by its lack of a clear methodology and a graded
prioritization scheme.

Admittedly, it is extremely difficult to predict how some-
one will perpetrate a terrorist act. Nevertheless, we believe
that certain biological agents are at higher relative risk than
others of being targeted for use as a biological weapon. We
argue that an agent intended to yield high consequences is
more attractive to terrorists when it is easy to acquire, de-
velop, and disseminate than when it is not. Also, if terrorists
had two agents with similar technical challenges, we believe
that they would choose the agent that could cause higher
consequences if used maliciously. Therefore, the assessment
of a given agent’s risk of being disseminated as a terrorist
weapon should focus on two principal factors: (1) the ease
or difficulty of using the agent maliciously, or its “task
complexity,” and (2) the consequences that would result if
the agent were disseminated maliciously, or its “conse-
quences of use.” The agent’s risk of malicious use would be
a function of both its task complexity and its consequence
of use.®

Ultimately, an agent-based risk assessment would allow
policymakers to identify and address the most salient aspect
of bioterrorism prevention: high-risk agents. The assess-
ment would also provide benefits as the U.S. begins to
work with the international community.*> While countries
may choose to prioritize agents differently for a variety of
reasons—such as whether a given agent is endemic to the
region—the existence of a common methodology focused
on relative risk would speed implementation among coun-
tries with varied operating environments, political con-
cerns, and national resources. This methodology would also
allow U.S. policymakers and the global community to as-
sess newly emerging biological agents, such as SARS and
highly pathogenic avian influenza, evaluating whether such
agents constitute a high risk of malicious use.
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FACILITY AND TRANSPORT BIOSAFETY
AND BIOSECURITY

Recently, the U.S. and the international community have
expressed concern about the vulnerability of biological
agents in legitimate bioscience facilities or transport carri-
ers, urging that measures be developed and implemented to
help reduce the risk of theft and misuse of these agents
worldwide. Since 2003, U.S. regulations have required se-
lect agent facilities and individuals to adhere to specific lab-
oratory biosafety and biosecurity procedures designed to
maintain oversight and control of those materials.** Many
nations are in the process of developing their own biosafety
and biosecurity regulations. The World Health Organiza-
tion (WHO) Laboratory Biosafety Manual 37 Edition repre-
sents the current international guidelines for biosafety,*!
and WHO has just published its first laboratory biosecurity
guidelines.®

Dangerous pathogens and toxins continue to be used and
stored for legitimate research purposes in hundreds if not
thousands of legitimate bioscience facilities worldwide.
Within a global materials management program, laboratory
biosafety and biosecurity should aim to protect high-risk
agents—not all or even most biological agents—against ac-
cidental exposure or release as well as intentional theft and
misuse. This would be a particularly important considera-
tion in the international community, where funding for
biosafety and biosecurity often must compete for resources
used to combat natural outbreaks of highly infectious dis-
case. A focus on high-risk agents also would minimize the
extent to which these safety and security systems would
constrain legitimate and life-saving research activities. The
emerging laboratory biosecurity community has articulated
that internal procedural controls, especially personnel man-
agement, are most important for protecting biological ma-
terials against theft and misuse.”** Thus, it is important
for the U.S. and international policy communities to un-
derstand that effective laboratory biosecurity does not de-
pend on an expensive, high-technology security system but
on a management process that ensures responsibility and
oversight of high-risk agents. These management tech-
niques are not difficult to teach and implement at relatively
low cost.

A global biological materials management program
should focus on developing laboratory biosecurity imple-
mentation guidelines that would be appropriate for the
international community, creating regional professional
biosafety and biosecurity organizations to promote these
concepts, assisting countries in developing national labora-
tory biosafety and biosecurity guidelines and/or legislation,
and supporting technical implementation at laboratories
throughout the world in most need of risk reduction. There
are important precedents in related fields that demonstrate
the value of such an approach. In 1975, the International
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Atomic Energy Agency (IAEA) published guidelines for the
physical protection of nuclear material, and in 2001 the
IAEA published a code for the safety and security of ra-
dioactive sources. Subsequent revisions of these documents
have become reference standards globally, and security of
these nuclear and radioactive materials has been signifi-
cantly improved around the world as a result.“~*® And per-
haps professional organizations such as the American Bio-
logical Safety Association [www.absa.org] can serve the role
for laboratory biosecurity that the Institute of Nuclear Ma-
terials Management [www.inmm.org] has become for nu-
clear and radiological security.

In contrast to the concern over the security of dangerous
pathogens and toxins in laboratories, limited attention has
been given to the security of these materials in transport
systems. High-risk agents are often transported locally, na-
tionally, and internationally for legitimate diagnostic, med-
ical, and research purposes, and thus they are vulnerable to
theft in the transport system as well as in laboratories. Yet,
internationally, the emphasis has been on ensuring the safe
transport of biological materials; no international transport
regulations exist to achieve the secure transport of danger-
ous agents.

A global biological materials management program
should promote international transport security practices
based on chain of custody procedures—a record of those in
possession of the material en route—and verification of
legitimate need to use high-risk agents. Such relatively sim-
ple procedures, which would not be expensive or difficult
to implement, would ensure personal accountability for
specific packages throughout transport, culminating in
confirmation on delivery. A global biological materials
management program should aid interested countries in
developing and implementing suitable distribution and
transport security legislation, policies, and practices, as well
as aim to harmonize similar regulations at the international
level.

PATHOGEN SURVEILLANCE AND
OUTBREAK CONTROL

High-risk agents can be found in the natural environment,
where they cause outbreaks of infectious disease. Over time
new dynamic reservoirs of high-risk agents continue to
arise. These agents are distributed among a variety of
sources, including infected humans and animals, soil, wa-
ter, and insect vectors, as well as diagnostic and research fa-
cilities. Samples from outbreak sites must be collected and
analyzed and victims diagnosed and treated. In order to re-
duce the opportunity for those with malicious intent to ac-
quire high-risk agents from publicized outbreaks, the sites
of the outbreaks and the diagnostic and clinical pathways
should be controlled.

Biosecurity and Bioterrorism: Biodefense Strategy, Practice, and Science
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The possibility that high-risk agents resulting from dis-
ease outbreaks may be targeted for use in bioterrorism is no
longer a matter of speculation. In 1992, members of the
Japanese cult Aum Shinrikyo traveled to an Ebola outbreak
in the former Zaire to try to acquire a sample of that virus
so that they could develop an Ebola biological weapon.
Fortunately, their efforts were unsuccessful, even though
isolating an agent from nature when it is widespread during
an outbreak would be technically less challenging than iso-
lating it in a nonoutbreak situation.”’

The recent threat of an avian influenza pandemic has
prompted the international community to strengthen dis-
ease surveillance networks. Yet, as the continuous spread of
highly pathogenic avian influenza demonstrates, interna-
tional disease surveillance remains weak, and in some coun-
tries outbreak control measures are inadequate.’*->* More-
over, the objective of most international disease surveillance
and outbreak control initiatives is limited to strengthening
public or animal health—and, in many cases, only to ad-
vancing infectious disease research. Arguably, the natural
evolution and inadequate control of some highly infectious
diseases increases the bioterrorism threat. Foot-and-mouth
disease (FMD), the most contagious animal disease known,
is now endemic across most of East Asia, South Asia, the
Middle East, Central and Eastern Africa, and parts of Latin
America. Besides the dramatic spread of this disease over
the past decade, FMD epidemics appear to be occurring
with increasing frequency.”>> And yet the FMD virus,
which is relatively easy to isolate from a large-scale natural
outbreak, has been associated with past biological weapons
programs and identified as a potentially effective bioterror
agent.”>

Fortunately, WHO and the Food and Agriculture Orga-
nization have many infectious disease systems and initia-
tives in place throughout the world. A global biological
materials management program could concentrate on aug-
menting systems that are specific to high-risk agents. In
addition to identifying where high-risk agents exist in the
environment, pathogen surveillance and outbreak control
should also aim to detect potential bioterrorism testing
programs, prevent the natural expansion of high-risk
agents, and reduce terrorist access to large-scale natural
outbreaks of this potential source material. Strengthening
pathogen surveillance and control efforts internationally
would not only enhance public and agricultural health,
thus reducing the threat of infectious disease in general,
but it also would limit the amount of high-risk agents
stored and used in bioscience laboratories. Improved infec-
tious disease detection and control will reduce the need to
isolate, transport, store, and work with high-risk agents in
laboratories.

Implementing improved pathogen surveillance and out-
break control will require close collaboration among health-
related agencies and practitioners at local, national, re-
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gional, and international levels. Rather than search for and
rely on expensive, high-technology solutions, the U.S. and
the international community should develop and imple-
ment straightforward procedures that are easy to teach and
put into practice. Basic molecular diagnostics can signifi-
cantly increase the speed and efficacy of traditional diagnos-
tic methods. Simple web interfaces, which can be enhanced
with widely available Geographic Information System
(GIS) data, can be developed to rapidly communicate diag-
nostic test data and results. Once an outbreak is identified,
and if it is thought to be limited to a specific location, the
site should be quarantined to prevent movement into and
out of the area. Samples collected and transported from the
outbreak site to diagnostic facilities should be transported
by safe and secure methods to minimize the risk of acciden-
tal release or theft of the agent while in transit. Measures
should be taken to safeguard animal carcasses so that dis-
posal and sanitation measures are adequate and subject to
inspection to ensure that all material has been removed and
thoroughly decontaminated.

CONCLUSION

For the United States to successfully implement a compre-
hensive global biological materials management program, a
multidimensional strategy must be employed that capital-
izes on existing bilateral, regional, and multilateral partner-
ships. Bilateral engagement in regions simultaneously expe-
riencing booming biotechnology, frequent infectious
disease outbreaks, and terrorist activity should be given pri-
ority. While many countries fit one or more of these crite-
ria, the conjunction is most noticeable in South, East, and
Southeast Asia as well as the Middle East.

Many countries in these regions have already expressed
an interest in protecting high-risk biological materials and
have sought technical assistance on laboratory biosafety and
biosecurity. Singapore has adopted its own “select agent”
legislation, the Biological Agents and Toxins Act. Japan is
now in the process of amending its Infectious Disease Law
to regulate possession and production of pathogens. The
newly formed Asia-Pacific Biosafety Association [www.
a-pba.org] seeks to increase awareness and provide a forum
for technical exchange on both biosafety and biosecurity.
At the first annual A-PBA meeting in March 2006,
Malaysia described the roles and responsibilities of its newly
formed National Biosafety Committee, which is respon-
sible for drafting a cabinet-level National Laboratory
Biosafety and Biosecurity Policy. In May 2006, the U.S.
and India jointly sponsored the first technical workshop in
India on laboratory biosafety and biosecurity issues. The
U.S. and Jordan held a similar workshop for 15 Middle
Eastern countries in April 2006, and WHO held another
regional workshop on this topic in Iran in October 2006
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[www.biosecurity.sandia.gov]. The U.S. Department of
State recently created a Biosecurity Engagement Program
[www.bepstate.net] to promote these concepts globally.
But these initiatives are only preliminary and need to be
supported with long-term programs and resources.

Such biological threat reduction would also help
strengthen international bioscience. In general, the most
dangerous infectious diseases today are tropical diseases.
And the overwhelming majority of the countries in the
tropics that suffer from these diseases are developing coun-
tries that generally lack the resources, knowledge, and abil-
ity to adequately detect, respond to, and control these dis-
cases—Ilet alone to work safely and securely with the
causative pathogens. Thus, global biological materials
management should focus on engaging the legitimate in-
ternational bioscience community—especially in the de-
veloping world—and demonstrating the value of adopting
practices to manage high-risk biological materials safely
and securely.

Improving the management of international bioscience
would not only reduce the opportunity for someone to
exploit a legitimate laboratory to intentionally dissemi-
nate disease, but would also facilitate the integration of
biomedical research and science across the developing
and developed world. Collaborative biomedical and bio-
science research would increase, enhancing knowledge
about emerging tropical diseases and strengthening the
developing world’s ability to control those endemic dis-
eases. This integration of diverse bioscience communities
may ultimately be the most effective form of threat re-
duction.
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